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Abstract

Information security and IT operations professionals must be ready to show compliance
with Payment Card Industry Data Security Standards (PClI DSS) requirements 3, 7 and 10
for protecting data at rest across the entire enterprise, often within a short time frame.
Vormetric Data Security helps organizations meet PCI DSS compliance demands with a
transparent data security approach for heterogeneous IT environments that requires
minimal administrative support and does not undermine performance. This paper:

1. Outlines how Vormetric addresses PCI DSS compliance

2. Features case studies of PCI DSS regulated companies leveraging
Vormetric for PCI DSS compliance

3. Maps PCI DSS requirements 3, 7, and 10 to Vormetric Data Security
capabilities (see Appendix A)
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Challenges Facing Organizations Accepting
Payment Card Information

Teams work hard to administer the many databases, file servers and applications across multiple
versions and operating systems in today’s heterogeneous IT environment. The life source of compa-
nies is the dynamic information flowing through their disparate enterprise. This paper focuses on the
importance of fulfilling PCI DSS compliance for access control, encryption and auditing of credit card
data at rest. In almost every organization handling credit cards, the information resides within both
structured and unstructured data stores that can include database and file server files, folders,
documents, image scans, voice recordings, logs, and more.

PCI Compliance “Fire-Drill”

When a qualified security assessor (QSA) comes knocking on the proverbial door, the information
security and IT team must be confident they can demonstrate that stored data is protected, per PCl
DSS sections 3.4 - 3.6. These sections require organizations accepting payment cards to render Primary
Account Numbers (PAN) unreadable anywhere they reside. In addition, organizations must comply
with PCI Requirements 7 and 10, which pertain to access control and auditing of the data.

Organizations unable to prove compliance to the QSA and remediate the situation within 90 days
face penalties. In the worst of cases, their ability to accept payment cards as a source of income also
may be jeopardized. The teams must answer this question: How do we maintain our systems while
simultaneously implementing a solution within the short time frame the auditor demands?

The PCI DSS requirements designate strong cryptography, with associated key-management

processes and procedures, as a viable option for rendering customer data unreadable. The benefits

of encrypting the credit card data also include safe harbor from data breach disclosure laws.

However, organizations perceive encryption as complicated and costly to implement because it can:
e Require time-consuming changes to application and database infrastructure

e Degrade system performance

e Create large key management concerns if there is no centralized management

Facing these challenges, the ideal solution for encrypting cardholder data must:

e Be proven to quickly pass PCl e Consolidate key and policy management
DSS compliance across a heterogeneous network

¢ Integrate transparently with e Provide strong separation of
existing enterprise environments duties for encryption keys without

additional hardware or key

e Maintain high performance and )
management infrastructure

Service Level Agreements without
impact to users
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Classified Ventures
Implements
Vormetric in Less
Than Two Days

“Vormetric Data
Security allowed us
to go beyond check-
the-box compliance
by providing strong
data-level controls
and centralized
key management.
As our business
evolves, Vormetric
Data Security’s
extensibility will
provide us with a
means to centralize
and standardize
our data security
efforts at a very
low financial and
productivity cost.”

Dean Fenton
Director of Information
Technology

Classified Ventures
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Vormetric Data Security:
The Ideal Solution to Address PClI Compliance

Vormetric Data Security can be quickly installed and configured within three to five days in order to
pass PCI DSS encryption and key management requirements (learn how Classified Ventures addressed
PCI DSS in less than two days'). Customers can transparently encrypt databases, files and applications
with centralized key management across a broad array of heterogeneous environments, all without
the performance hits or excessive coding required by typical encryption solutions.

Passing PCI DSS Encryption Requirements

“If an intruder circumvents other network security controls and gains access to encrypted data,

without the proper cryptographic keys, the data is unreadable and unusable to that person.”
PCl Security Standards Council, Requirement 3: Protect stored cardholder data

Vormetric Data Security protects stored cardholder data anywhere it resides — both in centralized and
distributed environments. It fully complies to PCI DSS strong encryption requirements by encrypting
with standard AES 128-bit and 256-bit key lengths. Through a transparent, system-agnostic approach,
Vormetric makes it easy to encrypt cardholder data for any system — databases, print and file servers,
audit and debug logs, flat files, VolIP archives, reports, email repositories and backup archives.

Unlike native encryption point solutions (i.e., database vendor encryption) that explode policy,
key management and separation of duties issues, Vormetric offers a single encryption system that
easily extends throughout disparate and complex environments.

Vormetric Data Security repeatedly proves to address enterprise encryption requirements for PCl
DSS compliance and simultaneously meet performance requirements — a major need for credit card
processors, merchants and acquiring banks. Read below to see how the British Columbia Automotive
Association implemented Vormetric to protect enterprise data and manage keys for PCI DSS
compliance.

Integrate Transparently with Existing Enterprise Environments

Integrating encryption into an existing IT infrastructure is not normally synonymous with “easy.”

In fact, most solutions require some type of application or database development changes.
Ultimately, these changes can lengthen the deployment cycle by months — even years — and drastically
weaken performance. Some solutions, such as column-level encryption, only address particular

use cases of protection, lack a solution for distributed environments, or lack a strong separation of
duties model for key management.

By contrast, Vormetric Data Security can be implemented quickly without the need to re-architect
databases, applications or files, and without degrading the performance of existing systems.

With some organizations experiencing no performance impact, the typical Vormetric customer may
witness between 5-10% performance impact depending on multiple variables. Inserted above the
file system logical volume layers, Vormetric Data Security is transparent to users, applications and
databases. No modification to the application or database is required. It adds minimal performance
overhead and is faster than most native database encryption architectures.

1. “Classified Ventures Implements Vormetric Data Security in Less than Two Days to Address PCI DSS,"”
media release, http://www.vormetric.com/documents/vormetric-classified-ventures.pdf.
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Explained below is how Vormetric Data Security protects two key locations of sensitive PCl data:
databases and file servers.

Protecting Databases with Vormetric Database Encryption Expert

Per PCI DSS requirements, Vormetric follows a number of protective measures to ensure Vormetric
Database Encryption Expert maintains compliance by providing appropriate encryption, access
control, secure key management and auditing capabilities. Database Encryption Experts are
server-side agents that sit between the database management system and underlying file system
or raw partitions. The agents evaluate any attempt to access the protected data and apply
predetermined policies to either grant or deny such attempts.

Database Encryption Experts protect any database version (including IBM DB2, Informix, Microsoft
SQL Server, MySQL, Oracle and Sybase) across a distributed enterprise. Database Encryption Expert
agents protect PANs through policy-based encryption, so only authorized users or services can
encrypt and decrypt data within the protected database files. Because Vormetric encrypts both
structured and unstructured data, credit card data in audit logs, redo logs, and DBA scripts
corresponding to the database are easily encrypted.

Vormetric offers centralized, secure key management with strong separation of duties, unlike
Oracle and Microsoft SQL Server Transparent Data Encryption (TDE) solutions that require additional
third-party infrastructure to secure and manage keys. With no hardware security module (HSM)
required, Vormetric Data Security securely holds the cryptographic keys within a Federal Information
Processing Standard (FIPS) 140-2 Level 2 security appliance (FIPS 140-2 Level 3 available) and
distributes them via HTTPS/SSL connection to Vormetric Database Encryption Expert agents where
they are safely contained for local and transparent encryption/decryption.

In line with PCI DSS requirements, Vormetric does not tie
cryptographic keys to user accounts and provides strong
separation of duties by performing encryption/decryption
for only authorized and authenticated users or processes
versus granting authorized and authenticated users access

to the key.
VORMETRIC DATABASE
Because Database Encryption Expert provides the only ENCRYETIONEXFERT
transparent and high performance database encryption
solution for disparate IT environments, Vormetric customers FILE SYSTEM
experience minimal management overhead and extreme

ease of key management.

FILE FILE
METADATA METADATA

Features for PCl DSS compliance include:

e Strong cryptography, with centralized ke FILE
d .yp graphy y CONTENT
and policy management

e Proven ability to meet the most stringent

performance standards ENCRYPTED CLEAR
. ) SENSITIVE DATA DATA
e Strong separation of duties for keys and data

(and PCl compliance-ready)

e Quick implementation to meet audit deadlines
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Protecting File Servers with Vormetric File Encryption Expert

Containing sensitive data is a necessity for organizations. However, it also is a significant challenge
when credit card information is spread throughout the enterprise quickly and easily by applications
and individuals placing data in dispersed office documents, application logs, flat files, spreadsheets
and more. In addition, the amount of unstructured data is constantly growing.

Similar to Vormetric Database Encryption Expert, File Encryption Expert ensures PCl data is
automatically encrypted. It also provides robust access control, separation of duties and enhanced
audit capabilities for the strongest file security available.

Vormetric File Encryption Expert compliments Database Encryption Expert in that it resides between
the file server service and the file system, securing PANs and further protecting unstructured data
throughout distributed enterprises.

Features for PCI DSS include: FILE SERVER CLIENT

e Automatic encryption of any sensitive PCl files,
anywhere in the enterprise FILE SERVER SERVICE

e Enforcement of role and user-based decryption

and data integrity policies VORMETRIC FILE
ENCRYPTION EXPERT

e High performance block-level encryption
ensures support for the business process

FILE SYSTEM

e Granular auditing of data access requests

supports monitoring for PCl compliance

L . . . FILE FILE
* Quick implementation to meet audit deadlines METADATA METADATA

The Benefits of Integrated Key and Policy Management for PCI DSS

IT organizations that have taken a piece-meal approach to encryption quickly find themselves
with a very large problem. As the lack of an encryption standard takes hold in an enterprise, the
proliferation of keys, policies and lack of centralized audit drastically adds to the cost of manage-
ment. This problem creates chaos during audit and drives the need for an expensive and often
impossible-to-integrate Enterprise Key Management (EKM) solution.

Vormetric not only ensures that keys and policies comply with PCI DSS requirements, but
simultaneously lowers the cost of encryption management. Vormetric's integrated key and policy
management across the enterprise ensures there is a central point of audit, data security policies
are effectively managed, and all keys are securely backed up. For PCI DSS, Vormetric combines this
with a strong security model for keys that offers strong separation of duties, even with regard to
root system administrators. In addition, Vormetric simplifies compliance with PCI DSS requirement
3.6.4, “periodic cryptographic key changes at least annually” by providing a central execution point
for key rotation.
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Limit Access to Cardholder Information

By combining encryption and Vormetric key management with an access control-based
decryption policy, the value of encryption grows from a theft deterrent to a security solution that
actively controls the security of data. Organizations are looking for solutions that actively control
data stored throughout the enterprise in different formats and locations. These controls must be
transparent to authorized entities and intelligent enough to distinguish unauthorized entities.

To gain strong security benefits from encryption projects while meeting PCI DSS requirements,
organizations should look for solutions that not only deter thieves but also apply security policies
on the data itself.

The use of data access controls allows companies to restrict access to sensitive information to only
those who need the information in order to perform their duties. This is essential protection against
internal compromises, as well as against threats originating from outside the network. The PCI
regulation has set forth a number of strict access control requirements. Specifically, PCI DSS require-
ment 7 states, “limiting access to system components and cardholder data to only those individuals
whose job requires such access.”

PCI DSS-Ready Policy Enforcement and Separation of Duties

Vormetric adds a layer of access control on top of the file system’s access control. In accordance with
PCI DSS requirement 7.2, Vormetric access control follows a least-privilege model, which means any
activity not expressly authorized will be denied. Vormetric Data Security context-aware access control
protects data by granting access only to authorized users performing authorized operations using
the intended application during specified time windows. Using a five-factor system — based on who,
what, when, where and how — Vormetric requires the context of each access attempt be validated

by the established security policies. Any data access attempt not authorized according to these
well-defined, pre-set policies will be blocked.

Vormetric provides additional separation of duties capabilities in the Data Security Manager,
with features including n-of-m, “split key” knowledge and granular administration rights.
The Data Security Manager can be configured in clustered pairs to facilitate a geographically
distributed organization.

Vormetric Data Security separation of duties model further restricts access to data by allowing
system administrators and root users to maintain the system and backup data, without being able to
view the cardholder data or gain access to the encryption keys that are stored locally on the system.
This provides the means to manage systems and processes without granting administrators access

to view protected sensitive data, such as cardholder information.

Cardholder data are also protected in the event a default password is mistakenly unchanged, leaving
the system open to an unauthorized user.

Vormetric access control features lower administrative overhead by integrating with an organization’s
existing authentication system and leveraging those credentials in the data security policies. This
approach eliminates the need to provision users in multiple systems or authenticate multiple times.
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Securing Sensitive Audit Trails

Auditing capabilities are important for gaining insight into how data are accessed and utilized.
However, ensuring audits are not compromised and altered is another challenge entirely. To comply
appropriately with PCI DSS requirement 10, teams must secure audit trails so they cannot be altered.
They need to:

e Limit viewing of audit trails to those with job-related need,
e Protect audit trail files from unauthorized modifications, and

e Promptly back-up audit trails to a centralized log server or media that is difficult to alter.

Vormetric Data Security protects both Vormetric-generated and system-generated audit trails
through encryption and limiting viewing to authorized individuals on a need-to-know basis. Both
types of audit logs are protected from any unauthorized modifications, and also can be integrated
with a syslog server and SNMP applications. Vormetric controls root and administrator access to
cardholder data in the same way the system restricts access to the data itself.

The rich auditing capability of Vormetric Data Security enables the review of file I/0 activity of tests
performed on security systems. Denied and authorized access attempts to cardholder data are logged
so organizations can track and analyze simulated security breach attempts to verify data is safe.
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Protecting PCI DSS
Data at BCAA

“With Vormetric Data
Security, we are able
to simultaneously
meet our data security
and customer service
objectives. Vormet-
ric provides us with

a low-cost, scalable,
auditable and consis-
tent means of placing
security directly at the
data source through-
out our enterprise,
while providing the
performance that
allows us to maintain
the topnotch service
our customers ex-
pect.”

— Ken Ontko
ClO of BCAA

N J

Case Study: British Columbia Automotive Association

The Challenge

British Columbia Automotive Association (BCAA) is a leading provider of emergency roadside
assistance, insurance, and travel services. BCAA needs to protect sensitive customer information
and enforce compliance with industry regulations, including PCI DSS, across its heterogeneous IT
environment.

The Solution

BCAA selects the Vormetric Data Security solution based on top-notch performance, strong

access controls and the ability to meet diverse data protection needs through an easy to manage,
centralized solution. BCAA has selected Vormetric to secure data within its heterogeneous
environment, which includes applications such as Open Text Hummingbird document management,
Business Objects, Microsoft Exchange, IBM DB2, Microsoft SQL Server and various file servers.

Vormetric delivers BCAA centralized data protection, regardless of the file, application or database
type. Unlike other encryption solutions, Vormetric does not require any underlying changes to these
applications. As a result, BCAA saves the time and costs associated with those development cycles.
Additionally, Vormetric requires almost no administrative support as it encrypts and protects data,
no matter where in the enterprise it resides.

“At BCAA, our mission is to earn our members’ and customers’ trust by exceeding their expectations
for high value, enjoyment and peace of mind. To achieve this, it is of paramount importance that

we put our best efforts towards protecting sensitive personal information,” said Ken Ontko, CIO

of BCAA. “With Vormetric Data Security, we are able to simultaneously meet our data security and
customer service objectives. Vormetric provides us with a low-cost, scalable, auditable and consistent
means of placing security directly at the data source throughout our enterprise, while providing the
performance that allows us to maintain the top-notch service our customers expect.”

PCI DSS mandates include data encryption, protection of stored cardholder data, detailed auditing
and logging of all access attempts, and controls on those who are authorized to view or work
with the data. Vormetric Data Security enables organizations such as BCAA to meet these PCl

DSS requirements, as well as internal corporate data protection policies, to protect valuable
information wherever it is stored within the enterprise.
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Conclusion

Achieving compliance with PCI DSS requirements 3, 7 and 10 in the limited amount of time auditors
demand can be extremely challenging and stressful for organizations and their teams. But the
experiences of BCAA and other leading firms that have implemented Vormetric Data Security as
the central point of audit, prove compliance can be accomplished simply and quickly with the

right solution.

“Through our work with Vormetric customers, we have seen strong success
in consolidating data security and encryption management.”
— Kennet Westby

COO and co-founder Coalfire Systems
Leading IT Compliance and Audit Firm

Vormetric is a leading expert in enterprise data encryption. We have been addressing encryption
for PCI DSS compliance since the requirements were introduced. Vormetric would like to help your
organization address its compliance and data security needs. Consider using this paper to open
discussions with team members and other decision-makers within your organization.

For more information about Vormetric, please contact us at
+1 (888) 267-3732 or sales@vormetric.com.

10
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APPENDIX A
How Vormetric Data Security Addresses PCI DSS Requirements

PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 3.4
Render Primary Account Numbers (PANs),
at minimum, unreadable anywhere they are
stored (including on portable digital media,
backup media, in logs) by using any of the
following approaches:

e One-way hashes based on strong

cryptography
e Truncation

¢ Index tokens and pads (pads must be
securely stored)

e Strong cryptography with associ-
ated key management processes and
procedures. The minimum account
information that must be rendered
unreadable is the PAN

Vormetric Data Security protects stored data
by encrypting and controlling access to the
files or volumes where PANs reside. When
PANs reside within a database table, the
underlying files or volumes that correspond
to the database table are encrypted.

Vormetric protects PANs through policy-
based encryption, which means only au-
thorized users or services can encrypt and
decrypt data within the protected files.
Vormetric supports strong cryptography
encryption algorithms such as TripleDES and
AES (128- and 256-bit key lengths).

Requirement 3.4.1 If disk encryption is used
(rather than file- or column-level database
encryption), logical access must be managed
independently of native operating system
access control mechanisms (for example, by
not using local user account databases).
Decryption keys must not be tied to user
accounts

Vormetric uses file-level and volume encryp-
tion, not disk encryption. Further, Vormet-
ric does not tie cryptographic keys to user
accounts. Cryptographic keys are contained
within the Vormetric system. Vormetric will
perform encryption or decryption for an au-
thorized and authenticated user vs. granting
authorized and authenticated users access to
the key.

Requirement 3.5

Protect cryptographic keys used for
encryption of cardholder data against
both disclosure and misuse

Encryption keys are securely stored on a FIPS
140, Level 2 (Level 3 optional with HSM)
validated security server (hardware appli-
ance). The security server has its own local
users (decoupled from Active Directory users
to maintain separation of duties). When
encryption keys are stored locally to elimi-
nate network latency performance hits,
Vormetric securely wraps the keys to protect
against access by root administrators.

1"
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PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 3.5.1 Restrict access to
cryptographic keys to the fewest number of
custodians necessary

Through centralized management and secure
storage, custodians of keys are designated
within the Vormetric Data Security Manager.
A small group of custodians is responsible
for managing the cryptographic keys resid-
ing on the Vormetric Data Security Manager.
Vormetric recommends no more than three
to five custodians. With Vormetric, no user
or administrator can view or tamper with
encryption keys.

Requirement 3.5.2 Store cryptographic
keys securely in the fewest possible locations
and forms

Cryptographic keys are centrally generated
and stored by the Data Security Manager
cluster. All data encryption keys are stored
encrypted within the Data Security Manager.

Best practice also dictates that custodians
store cryptographic keys offsite. When
cryptographic keys are backed-up for off-site
storage, the Data Security Manager encrypts
them with a split wrapping key (see below).

Requirement 3.6

Fully document and implement all key
management processes and procedures for
cryptographic keys used for encryption of
cardholder data, including the following:

The Data Security Manager is the central
repository for cryptographic keys and policies
managed via a secure web management con-
sole, a command line interface over SSH, or a
direct console connection. Keys never leave
the Data Security Manager “in the clear.”
Custodians can create keys, but do not have
direct access to the key material.

Requirement 3.6.1 Generation of strong
cryptographic keys

Cryptographic keys are centrally generated
by the Data Security Manager appliance and
are fully compliant with FIPS standards.

Requirement 3.6.2 Secure cryptographic
key distribution

Data encryption keys are wrapped and then
securely distributed via HTTPS to Vormetric
agents configured to protect PANs residing
on file, app or database servers.

Requirement 3.6.3 Secure cryptographic
key storage

Cryptographic keys are centrally stored
within the Data Security Manager. Customers
have the option to store cryptographic keys
on the host server. Vormetric's highly secure
agents protect these keys from unauthorized
access, even from root administrators.

12
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PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 3.6.4 Periodic cryptographic
key changes:
¢ As deemed necessary and recom-
mended by the associated application
(for example, re-keying); preferably
automatically

e At least annually

The Vormetric solution includes utilities for
changing both Data Security Manager master
keys and data encryption keys as defined by
the organization’s security policy.

Requirement 3.6.5 Retirement or
replacement of old or suspected
compromised cryptographic keys

The Vormetric Data Security Manager is the
central repository for cryptographic keys.
When a key is deleted by a custodian, it is
deleted permanently and securely from the
Data Security Manager cluster.

Requirement 3.6.6 Split knowledge
and establishment of dual control of
cryptographic keys

Split knowledge and establishment of dual
control is often deployed in situations where
the cryptographic key values are exposed and
accessed “in the clear” by the key custodians.
Vormetric provides a more secure key stor-
age solution and follows a “no knowledge”
approach: Keys never leave the Data Security
Manager “in the clear,” and custodians can
create keys, but do not have direct access to
the key material.

The Data Security Manager supports an

“n of m” sharing scheme where a secret is
generated in m parts, or shares. A specific
number of shares (n) must be provided in
order to restore the encrypted contents of

a Data Security Manager archive into a new
or replacement Data Security Manager. For
example, a secret can be divided into six
shares (m) and six individuals each receive
one share. The required number of shares
(n) can be set to three. This requires any
combination of three of the six individuals to
provide their shares before an administrator
can perform a Data Security Manager restore
operation.

13
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PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 3.6.7 Prevention of
unauthorized substitution of
cryptographic keys

Cryptographic key policy and usage is de-
fined and managed by the custodian of the
Vormetric Data Security Manager, thereby
prohibiting unauthorized substitution of
cryptographic keys by developers, database
administrators, or any other unauthorized
user. Further, the Vormetric solution provides
robust separation of duties, such that one
administrator may create a key but a
separate administrator must activate or
apply that key to protect data.

Requirement 3.6.8 Requirement for crypto-
graphic key custodians to sign a form stating
they understand and accept their key custo-
dian responsibilities

The Vormetric Data Security Manager is the
central repository for cryptographic keys, and
forms can be distributed easily to the Data
Security Manager custodians.

Requirement 7

Limit access to system components and
cardholder data to only those individuals
whose job requires such access. Access
limitations must include the following:

Vormetric Data Security adds a layer of access
control on top of the native operating system
(OS) access control. It also can harden the ac-
cess control defined at the OS layer and pre-

vent root administrators and privileged users
from accessing or viewing cardholder data.

Requirement 7.1.1 Restriction of access
rights to privileged user IDs to least privileges
necessary to perform job responsibilities

Vormetric ensures data cannot be viewed

by system administrators who do not have a
“need to know” while simultaneously ensur-
ing there is not interruption to data backup
processes. By leaving metadata in the clear,
but encrypting the underlying data, admin-
istrators can identify the files that require
backup but never read the contents.

Requirement 7.1.2 Assignment of privileges
is based on individual personnel’s job clas-
sification and function

Vormetric Data Security policies help enforce
that individuals, applications and processes
are provided access to the cardholder data
based on their classification and functions
(The policies allow access to the data on a
need-to-know basis).

Requirement 7.1.3 Requirement for an au-
thorization form signed by management that
specifies required privileges

Vormetric provides audit records to as-

sist with the monitoring of privileges. Any
change made to the access control policies
enabling or disabling an individual to ac-
cess cardholder data is always audited. Any
changes to authorization can be reviewed.

14
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PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 7.1.4 Implementation of an
automated access control system

Vormetric granular policy based system
restricts access based on individual, role,
process, time of day, and location of data.
Available rights for Vormetric policies include
release of encrypted contents for backup, de-
cryption of contents based on need-to-know,
and control of writes to the data file.

Requirement 7.2

Establish an access control system for systems
components with multiple users that restricts
access based on a user’s need to know, and is
set to “deny all” unless specifically allowed.
This access control system must include the
following:

Vormetric Data Security access control
policies define a list of authorized users and
applications. Only users and applications
that are part of this list can access the data in
clear text. (Administrators are given access to
the credit card data but data is not decrypted
for them).

Requirement 7.2.1 Coverage of all system
components

Vormetric Data Security protects the card-
holder data at rest anywhere on the server.

Requirement 7.2.2 Assignment of
privileges to individuals based on job
classification and function

Refer to 7.1.2

Requirement 7.2.3 Default “deny-all”
setting

Default setting is “deny-all” for all access
control policies.

Requirement 10

Track and monitor all access to network
resources and cardholder data. Logging
mechanisms and the ability to track user
activities are critical in preventing, detecting,
or minimizing the impact of a data compro-
mise. The presence of logs in all environ-
ments allows thorough tracking, alerting,

and analysis when something does go wrong.

Determining the cause of a compromise is
very difficult without system activity logs.

Vormetric Data Security provides a

detailed auditing at the File System level.
Any read/write request for sensitive data
can be audited and the trails contain infor-
mation to track access back to a specific user,
application and time.

Requirement 10.2

Implement automated audit trails for all
system components to reconstruct the
following events:

Requirement 10.2.1 All individual accesses
to cardholder data

The Vormetric solution includes flexible
policy options to audit access and changes to
protected resources. Policies can be con-
structed to monitor individual accesses to
cardholder data.

15
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PCI DSS Requirement

Vormetric Data Security Capabilities

Requirement 10.2.2 All actions taken
by any individual with root or administrative
privileges

Policies can be constructed to monitor indi-
viduals with root or administrative privileges.
Policies also can prevent privileged users
from accessing data “in the clear” while not
interfering with their ability to perform their
day-to-day administrative duties.

Requirement 10.2.3 Access to all audit trails

Administrators of the Data Security Manager
with the “audit officer” role can access audit
trails, which are centrally stored. Vormetric

recommends audit/log data be sent to a cen-
tralized log server safeguarded by Vormetric.

Requirement 10.2.4 Invalid logical access
attempts

The Vormetric solution can be configured to
audit all denied access requests. This is a best
practice for any data security initiative.

Requirement 10.3

Record at least the following audit trail
entries for all system components for each
event [from 10.2]:

Requirement 10.3.1 User identification

The Vormetric solution audit entries include
the username and group membership.

Requirement 10.3.2 Type of event

The audit entries include the type of event.

Requirement 10.3.3 Date and time

The audit entries include the date and time.

Requirement 10.3.4 Success or failure
indication

The audit entries include a success or failure
indication. In the case of a permitted ac-
tion, the Vormetric event data also includes
whether the access was to clear text or
encrypted data.

Requirement 10.3.5 Origination of event

The audit entries note the origination
of the event.

Requirement 10.3.6 Identity or name of
affected data, system component or resource

The audit entries include the host and the
full path to the file that was the target of the
access request.

Requirement 10.4
Synchronize all critical system clocks
and times

The Vormetric solution can be configured to
synchronize with an NTP server.
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Requirement 10.5
Secure audit trails so they cannot be altered:

Requirement 10.5.2 Protect audit trail files
from unauthorized modifications

Audit trails cannot be modified while they
reside on the Vormetric Data Security
Manager. If log and audit files are sent to

a centralized log server, this external log
repository can be protected and safeguarded

with Vormetric encryption and access control.

Requirement 10.5.3 Promptly back up audit
trail files to a centralized log server or media
that is difficult to alter

Vormetric Data Security Manager provides
an extensive set of log and audit capabilities
to track and monitor access to cardholder
data. These files can be sent to a customer’s
centralized log server or event management
solution via syslog. In addition, this external
log repository can be protected and safe-
guarded with the Vormetric solution.

Requirement 10.5.5 Use file integrity
monitoring or change detection software on
logs to ensure existing log data cannot be
changed without generating alerts (although
new data being added should not cause an
alert)

Log files cannot be modified while they
reside on the Vormetric Data Security
Manager. Further, customers may use the
Vormetric solution to block or monitor
changes to log files and other audit trails.
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